Dismantling MIFARE Classic
O




» Description of MIFARE Classic

Its use In public transit systems

» Reverse Engineering of the MIFARE Classic chip

Through recording / studying the communication between the
card and reader

» Successfully recovers encryption and authentication
protocols
» Found concrete vulnerabilities!

These are used to propose & execute two attacks on the reader
to recover it’s secret key



Paper follows a very clear, logical structure

Progresses from general description of MIFARE
through stages of analysis & examination

Beneficial, as it describes the practical reverse engineering of
the device.

Allows the reader to follow logic of the researchers, even if the
reader is not experienced in field specifically.



Critical

O




Should the developers of contactless smart cards be
required to publish their cryptographic systems prior
to their use In public systems?



