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Summaryy

D i ti  f MIFARE Cl iDescription of MIFARE Classic
Its use in public transit systems

R  E i i  f h  MIFARE Cl i  hiReverse Engineering of the MIFARE Classic chip
Through recording / studying the communication between the 
card and readercard and reader

Successfully recovers encryption and authentication 
protocolsprotocols
Found concrete vulnerabilities!

h d k h dThese are used to propose  & execute two attacks on the reader 
to recover it’s secret key



Appreciativepp

P  f ll    l  l i l t tPaper follows a very clear, logical structure
Progresses from general description of MIFARE 
h h  f l i  & i ithrough stages of analysis & examination

Beneficial, as it describes the practical reverse engineering of 
the devicethe device.

Allows the reader to follow logic of the researchers, even if the 
reader is not experienced in field specifically.p p y



Critical

C  & C l i  tiConsequences & Conclusions section
Unlike previous sections of the paper, this section is rather 
disjointeddisjointed.
Particularly, mentions specific capabilities of the MIFARE 
chip, which are unreferenced anywhere else in the paper:p, y p p

Decrement only counters
Random Sector authentication

But, an entire section was spent on Multiple Sector 
Authentication for the attacks, why not Random Sector 
Authentication?



QuestionQ

Sh ld th  d l  f t tl  t d  b  Should the developers of contactless smart cards be 
required to publish their cryptographic systems prior 
to their use in public systems?to their use in public systems?


