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“In this paper, we examine the scope and diversity
of CSRF vulnerabilities, study existing defenses, and
describe incremental and new defenses based on
headers and web application firewall rules.”

CSRF stands for Cross-Site Request Forgery.

CSRF Is an attack that interrupts a user’s session by
Injecting malicious code to a user’s browser.

The paper focuses on login CSRF.
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» Good critique of existing solutions, highlighting their
weaknesses.
Secret Validation Token
Difficult and complex to implement

Strict Referrer validation
Can cause many normal users to be denied access

Custom HTTP headers.
Relies on JavaScript, which could be disabled.
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