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INTRODUCTION

The paper presents a study of more than 1.2 million
polymorphic code injection attacks and focus on the
analysis of the structure and operation of the attack codes.
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“"When polymorphism is applied to remote code injection
attacks, the initial attack code is mutated so that

every attack instance acquires a unique pattern, thereby

making fingerprinting of the whole breed a challenge.” -

Third paragraph of Introduction




APPRECIATIVE COMMENT

The paper focuses on analysis the attack activity in relation to
the targeted network services, the structure of the polymorphic
shellcode used, and the different operations performed

by its actual payload.

- Well explanation of how polymorphic code works
* Figures and Bar chart

» Good analysis techniques




CRITICAL COMMENT

“"When polymorphism is applied to remote code injection
attacks, the initial attack code is mutated so that

every attack instance acquires a unique pattern, thereby
making fingerprinting of the a challenge.”

Analysis on records but talking about
fingerprinting of the whole breed?

How to detect? Perhaps more explanation or more study?




QUESTION

Is GetPC the only way to detect polymorphic code? Can
we use that to prevent from polymorphic attacks?
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