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* This paper disclose a working theory for
social phishing.

* Also show baseline success rate for
individual phishing attacks compare
with normal phishing from a social
phishing experimenting in the Indiana
University.



What is Social Pﬁni—;ﬁing?

* Social Phishing: using people’s personal information
or social contacts (acquaintance’s information) to
increase the power of phishing.

To: Bob@indiana.edu

From: Alice@indiana.edu (spoofed by Eve)
Subject: This is Cool! iE
ve

Hey, check this out!

https ./’ www.indiana.edu/fe 7e% 70hi%% 739:68%69n%67 ...

Alice




\Hat is Socia Y

- ~

* Information Gathering from public

e social network sites: Make friend network (Friendster (friendster.com),
Facebook(facebook.com)............ ). Online blogging communities. (LiveJournal
(livejournal.com), is the Friend of a Friend (FOAF) project) etc.

e Allow a phisher to harvest large amounts of reliable social network information from
above websites with particular tools.

o g 1] From: Alice@indiana.edu (spoofed by Eve)
Sendlng Emall To: Bob@indiana.edu ?
ve

Subject: This is Cool!

Hey, check this out!

https../A'www.indiana.edu/®e 7e% 70hi%% 73968%9%69n%%67 ...

Alice
* Use fake website get information
e University Login page, Online Banking login page etc.



Appreciate Comment

* This paper shows Social phishing is efficient to get
Internet user’s authentication information

70% of successful authentication occurred in first
12 hours



Criticises

* List lots of useless or less meaning record confuse

readers
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¢ List Unreliable data to make things seems significant

hitps./www.indiana.edu/%7e%70hi%73%68%69n%57...



Questlon and dlscussmn

@  The University of

~ EC Mail
|ﬂ webmail interface

a Notices and News
Login to
= c Mail -

We will never ask for your password. Ever.

(8 e been e phising attempts on campus:
Emr Lt. La 13 O be 7 the Unwe—:_,lry- or a |_|l1wer5i1}-' system
» password o al infarmation.

l“ ng 1 '!-" othe p
PROTECT YOURSELF We WII Fﬂ.! P YOUF passwol -‘.1.I". e ﬁ:warefa & emails,

If in duubt R.I.P"ldlﬁ.'t YOUur Em.'qtl. buupol! Person..

e Anti-Phishing suggestions from the author:

—
‘._H_\-"

- Digitally signed email

« Browser toolbar and some new technique alerted victims before get into
phishing website.

* What’s do you think the university need to
do when we face Social Phishing attack?



