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Summary

] Paper used part laboratory exercise and part survey

to study password practices on users’ online accounts,
focusing on password reuse, password management
strategies, user model of attacker and password
strength.

] Paper discuss how current technology support poor
password practices.

] Paper also present potential changes in website
‘ authentication system and browser password manager.
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» User-Centric Technology

Study incorporate the needs of users. With the
background on what users do, paper develop supportive
technologies for password management.

These technologies are at the application level or at the

browser level ,which can improve practice and change
users’ behavior.




0 Browser Password Manager
User’s characteristic I:

Users mostly rely on their memory.

e STURNESY IVIPIL.IC ATIONS

Howw carn we practically encounrace asers o aswoicd reasino
PpasswordsT They see creatimng nmew passwords as difficulc and
then sese avoiding reuse as helping incresse security, yvet then
soe using more than a fow passwords as onerous strain on
their memory. Technolomical solutions could help in cach of
these cases. Lhere are several tools for cenerating passwords
and tools for generating passwords in specified formats. Peo—
le camnm avaicdd rease when a computer stores andc recrieves a
Ppassworcd (or im the case of stateless password manasors.
regenerates a password). This lis ht.ens t.}}e mermory burclen
IDrespite the evicl aeir memory Fewe

th user from learning their password and inereases thei

AfFpendence on a particular browser. A ssuaming people are
ot using portable browsers, this conwenience becomes an
binonrance when they neod to lomin from anotlher locatioi.

exmmnple, rather than Alline in the passworcd,
bl clisprlan- it with = low-contrast backeroune . This ool

hues passvvords wwritka brovvser hlllt.s.

Traditional Browser User Model Browser

» Hide passwords from users Display password with low-
» Store passwords and fill in contrast background

Prevent users from learning Help users learn their password
password

Increase dependence on browser  * Help to remind users
* stop using browser feature
* rely on their memory




v User’s characteristic I1I:

Users have the habit of reusing password when
they create a new account. Also once chosen, there is
little incentive to change it.

with time pass




- Website Authentication System

=

b

Traditional System:
=3

An e-mail is sent to the users’ registered address,
which sends the password or resetting the password.

distribute information across multiple websites
increase the chance for the hacker to crack their password ‘

User Model System:

System check users’ registration data for match, which

includes some private information only known by users
themselves. Then users could be directed to a page that not only

log them in ,but also installs a cookie that identifies the user.
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Tt Progress
Please answer your secret question
This o5 8, meine almest dome!
What is your pet's name? [ A CASTIALEEATION 15 MG
Surmamnar, yess mry e anenrcates
e e o GRS umten g o
of your atawer
|

Exit Wizard

rely on single password that the user places on a single server.




» Careful Experiment Design

O Based on login attempts
Study measured results with actual login attempts
rather than relying on participants to recall website.

To avoid miscounting

O Two pass method to quantify password reuse
First Pass : with pre-made lists
Second Pass : with open-ended lists

(any websites overlooked in first pass)

‘ To avoid missing
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» Inadequate explanation for method
O User Model of Attack Method

v Three Rankings to rate users’ attack model:

Ability Ranking ( ignore motivation )
Motivation Ranking (ignore ability )
Likelihood of attack ( consider both motivation and ability )

o Problem

v Why we need Ability Ranking and Motivation Ranking?

They are extremely cases of the rankings.
In reality, a attacker always has both motivation and
‘ ability to crack users’ password.




Question

What do you think is good user-centric browser password
manager or user-centric website authentication system?
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