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The article shows how
arbitrary code can be
executed via a stack
overflow exploit.

Specifically, by
overwriting a function
return address on the
stack with a number of
addresses inside the libc
library. (return-into-libc)

It is shown how snippets
of code from the libc

library can build gadgets.

The gadgets can then be
used to execute any
code sequence. (Turing
complete)
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"“In any sufficiently large body of x86 executable code there will exist sufficiently
many useful code sequences [...] to cause the exploited program to undertake
arbitrary computation.”

Claims in a large body of x86 code these gadgets can be
made.

Does not provide results for more than the linux c library.

Windows? Mac?
Windows has dynamic library loading at unpredictable addresses.

Other libraries?

Various calling conventions? (stdcall, fastcall, thiscall...)




Comprehensive coverage of a Turing complete set of
gadgets.

E.g. load constant, xor, add, shift, conditional jumps...
Detailed examples from the libc library.

Extensive explanation of each operation/gadget.
Diagrams of the stack setup for each.

Proof of concept code provided for a libc attack.




The article discloses a novel attack that renders current
protections obsolete and ineffective.

Solar Designer’s StackPatch
"WOX" — Linux PaX project
Intel/AMD - Per-page execute disable bit.

Removing functions from libraries.
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New attack technique shows protections to be less useful than formerly thought.

Shared

Attack doesn’t execute Gadgets Library
on the stack — uses (libc)
existing code. Therefore

stack protection

techniques irrelevant.

code — not existing
functions. Therefore
removing functions like
system() from libraries
doesn’t help.
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Should code generators be changed to reduce
the number of RET (return) instructions?
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