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Summary: of the Article

= Conducted a security analysis of: the
Internet Chess Club (ICC)

= |mplemented code to explolt ICC security.
flaws

= Offered suggestions for repairs




ICC Secunty Elaws

Reverse engineered the Linux client to
figure out ICC security processes

= Jime stamping mechanism can be cheated
= Zero out registers, for time
= ntercept or moedify system; time calls

= Network security: protocoll IS not secure




Cryptanalysis

key establishment

exchange keys in the clear
no authentication at all

mode of eperation

LCG: X, =aX, + bmodc
able to predict the whole
seguence after knowing

the first few: bits

block cipher

Invariant

Counler




Appreciative: Comment

= Vlost websites are secure

= A straight hacking paper Is rare

= Vlore so Ifi you believe

One needs te knew: hew! te hack te aveid
Peing hacked

=t makes this article Important




Appreciative: Comment

= Specified time it took for Implementation
= 7ero out registers — 30 minutes
= feverse engineer the client — 65 hours

= only reverse engineer the part for encryption —
25 hours

= aviall computation V'S
Travialimplementation




Critical Comment

" This article could be more useful

= Conclusion

“|t seems that WAenever a nen-expert invents
hIs own, [Security protocol] evenrif he Is very.
clever, It Is often broken.

= |mplementation
\Very: Specific technigues




Question

\WWhich part of ICC would you attack ?

Inrgeneral Is this type of attack a big
concern for websites 2




Hew!leng
does it take

Will'the
code work

What Is the
reward

Will'yeu get
the reward

ZEero out
registers

30 minutes

yes

prize money.
1350 eures

probably get
caught

More
sophisticated
timestamp
tampering

65 hours

yes

prize monez
1350 euros

maybe.

still needs
good chees
skills

Mess up the
messages

may. not take
too long

yes

mayhe ?7?27?

Crypto-attack

25 hours +
a lot more

mayne

credit card
Infomations
etc

mayne

Apply: for
scholorship/
research fund

mayne a year

nekody will
test It

|otsS ofi meney.
publications
a degree

etc ete

yes |




