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SUmmary,

= |nithe paper, author peinted out the basic concept of
What IS SEcurity requirement.
= Quality factors and sub factors
= ldentification and authentication mechanisms

s [He also explained the benefit of reuse security.
iequirement and given seme example.
= Benefit for engineer with no training and non expert
s Sure the quality off that reguirement.

s Finally, he talked about asset-based and risk-driven

approach when analysis.

= \What do we want to protect and'what negative impact will
face Ifi fail.




VAN Ireuse Security requirement?

Eor same category. of system, although they are

different Ut 1f they are similar, they: may have same
iequirement oni security. Reuse security: reguirement
template can Improve the processing more effective.

Some benefit by reuse security requirement:
s Easier for new developer or engineer.
= Sure on valuable and feasible.
= Faster than build on nothing.
= Less miss or error.




MY/ commERLt

n Using templates like the below: picture may: still to
hard for less skilled programmer and or non-expert
engineer. \We can Iimprove It to be smarter by
Including some up-to-date Al and database

technigues.

“The [application / component / data center / business unit] shall protect the
[1dentifier | type] data it transmits from corruption (e.g., unauthorized addition,
modification, deletion, or replay) due to [unsophisticated / somewhat sophisticated /
sophisticated] attack during execution of [a set of interactions / use cases] as indicated

7

in [specified table]
[ Table of interactions / use cases versus minimum acceptable measurement level].




Basic I1dea

m [N the paper, It states “The high potential reusability,
off SEcUrty  requirements IS Very beneficial because
Mest reguirements engineers have had no.traiing in
Identifying, analyzing, specifying andimanaging
Security reguirements and most requirements teams
do ne include subject matter experts inrsecurity.”

Tremplate Is good idea for the programmer or
engineer talked In above statement. But they still need
some sKill to use template when face seme complex

and difficult system.




S0, WWhat can we do?

= | fiigure we can Improyve the reuse those
requirement ratner than fillfin the form.

s Wizard
= Search Engine and Forum




\Wizard

= \Wizard wouldiask engineer some: guestion hase on asset-hased
andl risk-driven approach tormake a decision on what security.
levelland reguirement would be needed. And use Al engine to
findlout some requirements in similar system.

s Example guestion:
\What type of system?
\What type. of-infermation would be protected?
Any confidential information will disclose when security fail?

What Is the poessibility amount of loss In term of money When Security.
fail?

Will a new war happen when security fail?




Wizard
(Advantage and Disadvantage)

s Advantage:

= ['he most easy way to build up some basic security engine
oy less skilled people.

s | ess time on research and models.

s, Disadvantage:
s Can Al found-a result as geod as human expert?
= Can Al can found a good result for a system with complex
structure?

= Al engine need lots of successful case to e example for
build a good result.




Search Engine or Eorum

= Programmer and engineer types in keywords
albout the system In search engine and gets
hack related securnity requirements; in similar
system developed by other people before.
Alse, Programmer and engineer ¢an share their
comments for those security reguirements, in
the database or submit their own work too.

s Example: Search engine like Gooegle and lots
of forum about Security.




Search Engine or Eorum
(Advantage and Disadvantage)

s Advantage:

= Programmer and engineer can find lots of related security.
requirement in short time.

= [hey can receive the feedback of thelr own work from
other skilled people too.

= Open area means infermation can Improve day. by day.

= Disadvantage:
= Need lots of visitor to build up a successful area
= Sometimes search engine would reply lots of rubbish

= Open area also means you can’t prove the guality’ of the
search result.




Question for discussion

= Ale there any other technigues We can use toe
help: less skilled people torbuild security
easier?

s \What Is the possibility ofi building a security
code engine fit different security reguirement,
similar to code libraries for mathematical and
physical engines?




