


“Check Point” isthe brand of the firewall
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* Rules complexity = rulestobjectstinterfaces(interfaces-1)/2

* 12 configuration errors: they are “only:those configurations that
represented violations of well-established industry practices
and guidelines”.(Said the author)

Example: Error[6.] “ Allowing management sessions from more than five
machines was counted as a configuration error.”
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Figure 4. Number of errors VS complexity

from the green line.



the whole system’ s complexity Ly, then how to calculate
the number of the corresponding configuration errors?



A network with 2 firewalls;

o

When FW1 dlows al the.7 hosts in,Net1 to be the manage
machines while FW2 Joe~ not let the hosts in the
subnet(no.6,7) access FW1, if treat FW.1 and FW2
separately, FW1 doe JJJE € enror no.6( #management
machines snould be |essthan5). | Jne'}];‘r,o not when
we take the effect of FW2inte account( only 5 management
hosts).

In conclusion, the author should say: semething more about
how to map the complexity to the 12 configuration errors
when more than one FWs are being used.
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