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. Summary

The paper introduces
= ¢ Theusage of watermarks for DVD video
copy protection, and

¢ Some general methods to break such
protection.




Watermarks in DV D video copy protection

¢ Watermarks can be embedded in digital or
anal og content.

¢ The embedded watermarks can carry copyright
control information such as ‘ copy once’ or
‘never copy' .

¢ Thisinformation will tell compliant recorders
not to illegally copy or play.



Attacks: removing

1. Experimentally deduce the behavior of the
detector, discover a pattern that will cancel out

the watermark.

2. Compare the content before and after the
watermark insertion. The difference can be used
to pre-distort the original to undo the insertion.

3. Use statistical averaging to estimate the
watermark.



Attacks: bypassing

1. Block the output of the detector.

2. Pre-scramble the signal before recording.
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Appreciative comment

¢ Thearticle was written in a clear, well-organized
manner. After introducing some possible attacks,
the authors concluded that watermarking is a
useful technology but also a one that cannot be
absolutely secure.

—"“Legal, economic, and technological
efforts are all needed to prevent and/or
deter piracy.”




Critica comments

¢ Thetitleistoo broad

— The paper only addressed to digital watermark in the
context of DV D video copy protection.

— Video, audio, image, software watermark etc.
— To prove the ownersnhip, to verify the content etc.

¢ “ ..., the attacker can estimate both the sum and
differenceof p,u, and ( 1- p,) u,. Thisreveals
u, and u,.”
— there are three variables but only two eguations.
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Thistype of attack isvery easy to carry out by ordinary users.
It poses a fundamental threat to the DV D copy protection.

|s it possible to refute this kind of attack?
What could be the counter-measure?




