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Abstract

Security professionals are continuously trying to find more reliable ways of user authentication . As technology evolves and gets cheaper it has become possible to utilize biometrics such as fingerprint , voice, iris and others in security arena. Nevertheless there are a few issues and concerns arise when it comes to putting into practice what some might see as the most reliable way to authenticate a human yet. 

This paper gives an overview of how technology can use biometrics for security purposes. It describes common biometrics that are currently used in real world or had been researched , how they compare to each other, their strength and weaknesses. It talks about why biometrics authentication is attractive and what major issues it can cause if not properly used. It also looks into non-technical issues which include cultural, religious an other factors.

Structure of the paper:

· Introduction : what is biometrics and why it is used as authentication mechanism.

· Biometrics system requirements: what does biometrics authentication system need to be able to do , to become fully functional;

· Types of biometrics systems: what are the common types of biometrics authentication systems, their strength and weaknesses .

· Issues that arise when using biometrics authentication. Why I think use of biometrics authentication  should be very limited( used only in highly secure environments , maybe only by government organizations) and not performed on general public.


· Conclusion: what future might bring so biometrics can become widely used.

