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Rough Abstract:

Most security protocols depend on some sort of secret being kept. Examples of such secrets include passwords, private keys etc. Whether the protocol can achieve anything is reliant on how well these “secrets” are kept secret.
This paper examines the proposed E-Government authentication scheme with a special focus on the registration protocol, in order to determine whether it is vulnerable to insider attacks because of “secrets” being revealed to a third party. 
What is motivating people to keep their passwords secret? Do they have good reason to keep these a secret? What prevents them from revealing their credentials to a 3rd party? More specifically, what sort of controls are in place, if any, to prevent misbehaving insiders… software, hardware, legal, and/or ethical?  What are the security implications that arise from the effectiveness, or lack thereof, of these controls? This paper will explore these issues in depth.
Please note: This is not really an abstract, it’s more of a second synopsis as I have changed my topic.
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Please note: I am hoping to one other good solid reference that talks specifically about keeping passwords secret.
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