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Abstract: The development of Public Key Cryptography in the 1970s made secure communication easier and digital signature possible, but created the problem of authenticating the ownership of public keys.  Public Key Infrastructures (PKIs) are an attempt to solve this problem.  Pretty Good Privacy (PGP) is a system developed by Phil Zimmerman that incorporates a flexible PKI along with the software required for the practicalities of Public Key Cryptography.  The flexibility of PGP results in its security being dependent upon how it is used.  It must address the problems that are faced by all PKIs, such as unique identification and certificate revocation.  I will apply previously developed theoretical models of trust to PGP in an attempt to decide how it should be used to address these problems and how secure it is when used in this way.
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