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Summary.

s Regarded malicious code detection as an
obfiuscation/ deobfuscation game.

m Presented a detection approach and
experimental results to demonstrate Its
viability: against ebifiuscated viruses, using
3 commercial virus scanners as the control

group.




Polymorphic Virus

s Capable of changing Its encryption key and obfuscating
its decryptor using simple technigues (Junk Insertion,
code transposition, etc) without any: human Interference.

m Uses mutating engines. There are many of these engines
availlable. Every engine hehaves differently.
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How Do Virus Scanners Detect
Polymorphic Viruses?

m Regular expression, heuristic analyses,
emulation.

m Virus scanners normally rely on a
database off kKnewn pPolymoerphIc VIrUuses

and thelr corresponding engines to
perform the detection.

m Some of the methods used: are not
generic, since different engines have
different weaknesses.
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Taken from Static Analysis of Executables to Detect Malicious Patterns-USENIX Security'03
Presentation by Mihai Christodorescu. http://www.cs.wisc.edu/wisa/Presentations/2003/0807/

mihai/safe-USENIX-sec03.pdf

Note that it also needs a blueprint for each virus




Experiment

The authors used their own obfuscation teol (nep insertion and code
transposition)).

4 Viruses were used:
> Chernobyl/CIH
> Zombie-6.b (has its ewn polymorphic enging)
> 10sf0r0 (has its own poelymerphic engine)
> Hare (has Its ewn pelymoerphic engine)

They obfuscated the viruses, tried to detect them using 3
commercial scanners (Norton, Command, McAfee) and SAFE.

Result: 3 commercial scanners failed to detect obfuscated viruses,
while SAFE detected all of them.




Appreciative Comments

s [he paper presented a brief, yet thorough
Infermation on Viruses, detection and
ehbfuscation technigues, providing goed
packground knewledge for the readers.

= [he paper alse pointed out the limitations
off commercial virus scanners — caveat
emptor.




Critical Comments

s Result presentation

Norton® | McAfee® | Command®
Antivirus | VirusScan Antivirus
7.0 6.01 4.61.2
. original
Chernobyl =
obfuscated
original
zmbie-6.b =
obfuscated
I original
f0st0r0 =
obfuscated
original

obfuscated

Obfuscations considered:  [* = nop-insertion (a form of dead-code insertion)
2 = code transposition

Table 1: Results of testing various virus scanners on obfuscated viruses.

Commercial antivirus can’t do anything against
obfuscated viruses!




“... The results were quite surprising: a combination
of nop-insertion and code transposition was enough
to create obfuscated versions of the viruses that the
commercial virus scanners could not detect...Norton
antivirus software could not detect an obfuscated
version of the Chernobyl virus using just nop
Insertions. ...Note that unobfuscated versions of all

four viruses were detected by all the tools.”

Perception : commercial virus scanners are vulnerable to
any kind off obfuscation, even the simple ones. In
other words: “OH WOW this is CONTROVERSIAL, so

these softwares are actually useless?!”




Try to look at the results from a different angle:

Norton® | McAfee® | Command®
Antivirus | VirusSean Antivirus

;

original
obfuscated
original
obfuscated
original
obfuscated
original

obfuscated

Chernobyl

z0mbie-6.b

f0s£0r0

NN SN NN NN S

Hare

Obfuscations considered: [l = nop-insertion (a form of dead-code insertion)
2 = code transposition

Table 1: Results of testing various virus scanners on obfuscated viruses.

Did they mention anything about using only nop
Insertion on the other commercial scanners? Did
they actually try that?




The actual dataset?
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“... The results were quite surprising: a combination
of nop-insertion and code transposition was enough
to create obfuscated versions of the viruses that the
commercial virus scanners could not detect...Norton
antivirus software could not detect an obfuscated
version of the Chernobyl virus using just nop
Insertions. ...Note that unobfuscated versions of all
four viruses were detected by all the tools.”

Didn’t say anything about ONE transformation.

Did the antivirus softwares (except Norton) actually
detect viruses that were obfuscated using ONLY nop
iInsertion and ONLY code transposition?




Compare with:

m “Our sandwiches contain 6g of fat or less.”

EESTAURANT CALORIES FAT (Grams)
OUR Bweet Onion Chicken Teriyaki 370
OUR &-inch Turkey Breast 280
F00

B Whopper

E original recipe chicken (1 chicken breast, 1 o)

| (In almost |||eg|b|e font) *"'6 grams of fat or less” only applies to 6-inch
sandwiches, deli style sandwiches, and salads — & small fraction of thelr
range of preducts. How about thelr feotiong meathball
sandwiches?

s ‘Partial truth’” might work for this advertising campaign,
but would you expect this from an academic paper?




Experiment Design

Commercial virus scanners rely on a list of polymorphic viruses and
the corresponding engines to determine if a virus Is polymorphic
and therefore should be treated as a polymorphic.

The authors used their own obfuscation tool (engine, shall we say),
whoese behavior IS ohviously unknoewn to the scanners

REMEMBER, every engine behaves differently — three ofi the viruses
have: their ewni polymoerphic engines.

SAFE was leaded with all blueprints that 1t needs to perferm the
detection successfully.

Given these facts, Is It reasonable (In this scenario) to expect the
antivirus softwares to matech the perfermance off SAFE?




