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Abstract
A system with Native XML Database (NXD) can not only store some important data assets such as business to business transaction records and personal medical histories, but also provide e-services to its legitimate users. There are security problems caused by the NXD part of the system without an intrusion detection system (IDS). It is essential to look into these problems and think about solutions for preventing them. This paper will discuss about the alternatives of these solutions, especially attempt to examine one of these alternatives, detecting intrusions in databases through fingerprinting transactions (DIDAFIT).
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1． Introduction
1.1
Why safeguarding a Native XML Database (NXD) System is important 

1.2
What this paper try to say: 

IDS hypothetical approaches to safeguard a database system with a NXD
1.3
DIDAFIT for NXD
2． Background
2.1
What is a Native XML Database System?


2.1.1
Native XML Database (NXD) definition 

& the differences between RDB and NXD


2.1.2
What are the alternative structures of a system with a NXD? 
A system only has NXD as its storage, 

OR has another relational database (RDB) as its backend

2.1.3 The security risks lead by the NXD parts of the system.

2.2
Intrusion detection and intrusion detection system definitions.
2.3
DIDAFIT & its learning fingerprints process.
3． Discussion

3.1
Some possible intrusions 
3.2
Some existing solutions to a normal system which is with a RDB instead of a NXD –DIDAFIT & its learning fingerprints process.


? SQL injunction ( XQuery injunction (Is monitoring incoming queries possible?)



? Fingerprinting XQuery query statements (What is “abnormal” for NXD?)

3.3
Could these solutions apply to a system with NXD parts? How might they be applied?
4． Conclusion

Whether DIDAFIT & its learning fingerprints process works if the system has a NXD?
Whether other types of intrusion detection system work for systems with a NXD?
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