Artificial Neural Network for Intrusion and Intrusion Detection
Lixin Wang

9982688

lwan060@ec.auckland.ac.nz

Abstract

Since the advent of intrusion detection system in the early 1980s, IDS has been suffering from many problems until now. The accurate detection of novel attacks and lower rate of false alarms must be realized in successful IDS. Intrusion detection can be classified into misuse detection and anomaly detection. Misuse detection compares data against predefined patterns usually collected by an IDS signature database. It is hard for misuse detection to detect even slightly variation of known attacks. Anomaly detection finds attacks by using deviations from the normal behavior. Although anomaly detection can detect novel attacks, it cannot identify specific type of attack and entail the high rates of false alarms. In this paper, we point out the weakness of the previous methods such as statistical analysis and rule-based system in detecting intrusion. In order to detect known attacks and even variations of known attacks, artificial neural network can generalize from previous behavior to recognize future unseen behavior.
Outline:
1Introduction
2Intrusion detection
In order to detect intrusion, data collection plays an important role. On one hand, information can be collected through operating system or applications. On the other hand, network based data collection is to detect intrusions by monitoring network traffic. Intrusion detection can also be classified into two fields: misuse detection and anomaly detection.
2.1Anomaly detection
Anomaly detection is based on two assumptions: Firstly, the anomaly systems are necessarily different form non-intrusive activities at some level of observation. Secondly, intrusions will be accompanied by manifestations that are sufficiently unusual so as to permit detection. Anomaly detection can detect novel attacks. It is difficult to classify or name attacks. The most obvious disadvantage of anomaly detection is the high rate of false alarms.
2.2Misuse detection
The significant advantage of misuse detection is that known attacks can be detected with a lower false positive rate. Obviously, misuse detection cannot detect novel attacks against systems with different signatures. If an appropriate abstraction can be found, signature-based systems can identify previously unseen attacks that are abstractly equivalent to known patterns.
3Review of intrusion detection methods
3.1Statistical analysis

When system is running, only normal training data is learned by system. False positives and negatives can be generated due to the inadequacy or insensitivity of the statistical measures chosen. Another concern is whether enough training data can be collected or not.
3.2Expert system shells
Most current methods to the process of detecting intrusions utilize some form of rule-based analysis. It includes one set of rules and knowledge base. It learns form domain expert then it use rules to manipulate the inference engine to identify activities that mismatch the predefined patterns. It is hard to apply real-time detection, because the knowledge base needs to be updated frequently. This will severely degrade the performance of expert system.
4Artificial neural network
The goal of ANN for intrusion detection is to be able to generalize form incomplete data and to be able to classify online data as being normal or intrusive. Neural networks can learn from an environment by adjusting their internal structure through a training process. The neural network uses non-linear regression to abstract information from the abnormal training cases to predict future attacks.
4.1Anomaly detection using neural networks
4.2Artificial neural network for misuse detection
5Conclusion

In this paper, we compare each technology of intrusion detection and try to find each of their strength and weakness. In conclusion, neural network was well-suited for classification, function approximation, and prediction. ANN can be used to classify normal behavior and flag abnormal behavior.
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