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Abstract
Bluetooth is emerging as the leading means of communication between wireless devices.  Previously developed security methods for safe data transmission are largely inapplicable to the wireless world.  One particular attack that has become a threat to the security of devices using Bluetooth is the cipher attack.  It has been shown that under certain conditions, the cipher can be broken in exponential time complexity.  Three different types of cipher attack have been identified; two types of attack on the cipher, and one type of attack using the cipher.  The latter has been shown to be a very serious problem in the cryptographic security of Bluetooth.  This work considers the three types of attack mentioned above, showing in each case the nature of the attack, and how it can be prevented.
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