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Abstract: In Mike Bond and Piotr Zielinski “Decimalisation table attacks for PIN cracking”, the researchers described that “In a single 30 minutes lunch-break, an attacker can thus discover approximately 7000 PINs” [2]. Can you believe it? In this paper I will discuss whether these decimalisation table attacks are real threats to the ATM networks or just certain hypothetical threats. What are the constraints pressed on the attacks that make it unlikely to happen? Now if I assumed I agree on that this is a major threat, should Mike Bond publish these attacks in public? South Africa’s branch of Citibank said No, this will restrict future explorations into ATM network security. Then I will focus on other potential attacks (such as six PIN attacks were presented at the industry specific conference RSA Europe 2002 by Jolyon Clulow [4]) exploiting the decimalisation table vulnerability.
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Is decimalisation table attack really a major threat?
Abstract.

1. Introduction
Basic concepts about PIN generation key, public offset, decimalization table format, and so on.
2. Decimalisation table vulnerability
2.1 The basic operations of network architecture. (diagram)

2.1.1 Encryption

2.1.2 Translation

2.1.3 Verification

2.2 PIN verification offsets (diagram)

How to calculate Offset = PIN – IPIN?

2.3 IBM 3624-offset PIN generation method (example)

2.4 A simple working example of decimalization attack (example)

2.5 Three schemes

2.5.1 Initial scheme

2.5.2 Adaptive scheme

2.5.3 PIN offset adaptive scheme
3. No a major threat
3.1 Is it really a major threat? (brief discussion)

3.2 Yes, mike bond said yes. (but too many constraints base)

3.3 No, I don’t think this kind of attacks will likely happen. (rarely happen)
4. Should not be published

We Assume these attacks may happen, and can cause big trouble to the banks.

4.1 Mike Bond did publish this paper.

4.2 I don’t think that Mike Bond should publish this paper before proprietary decimalisation tables in PIN verification method are to be fixed.
4.3 If potentially serious vulnerabilities have been exploited by the bad guys to steal millions of cash from ATM
4.4 Citibank example (I will discuss this in great detail)
4.4.1 Mike Bond discovered the vulnerabilities on the equipment which used to protect PIN.

4.4.2 “£50,000 withdrawn through the Diners' Club account from British ATMs in March 2000 by the Singhs, their ATM card was used in about 190 successful transactions in London to withdraw about “£80,000.” Diner Club said.

4.4.3 £50,000 disputed withdraws in South Africa’s branch of Citibank have asked London’s High Court of Justice against Cambridge University’s computer labs.

5. Other possible attacks

5.1 Other five attacks by Clulow

5.1.1 Attack #1: ANSI X9.8 Attack

5.1.2 Attack #2: Extended ANSI X9.8 Attack
5.1.3 Attack #3: Key Separation #1
5.1.4 Attack #4: Key Separation #2
5.1.5 Attack #5: Check Value Attack
5.2. Other attacks for decimalization table vulnerability (need further research, don’t know yet)
6. Conclusion
