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Abstract:

The advent of digital music and video formats has enabled media piracy on an unprecedented scale. This is a cause for concern to their respective industries. Many methods have been proposed for digital rights management in order to combat this problem. Some of the most promising of these are hardware-based methods such as smart cards and ‘digital batteries’.

This paper outlines several such methods. It then discusses some of the technical issues associated with two possible implementations. The phenomenon of ‘leakage’ is discussed in some detail, and it is suggested that there may be no technical solution to this problem. Alternate approaches are discussed.

Finally, the feasibility of deploying a hardware-based solution on a large scale is mentioned. It is concluded that there is a necessary paradigm shift for both artists and consumers.

Outline:

Introduction

· The problem

Some specifics. Cost to industry.

· Proposed solutions

SDMI. Reasons for failure. Watermarking etc. Hardware solutions. Bao, Budd, Burger, Schneck. Overview only
Proposed Solutions

· Cover Bao and Schneck in detail. Mention individual pros and cons.
Problems
· Overall problems. Technical, mention legal too. Samuelson.
· Leakage. Inherent in any solution. Also applies to software, documents. Approaches. Watermarking. Legal solutions. Davis.
Alternate approaches

· Other ways to generate revenue. Enhancement of media to prevent redistribution. Customisation. Ease of use. Paradigm shift.
Feasibility

· Replacement of existing players. Market resistance. Hacker Target. Lessons from SDMI.

Conclusion
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