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COMPUTER FORENSICS NZLTD

4". OUR'PRIME OBJECTIVE:

N

< H“Hh 110) succ_:essfully [ECOVEN; I_ost, damaged,
< nidden ordeletedfilesiiroma

H\U\h computer systemaiteraniaccidental,
| deliberate o malicious action.
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X THIS PRESENTATION
X

-

HUH\. % \What is computer forensics?
< % DISK' OpErating system considerations:
> H”ﬂ. % How/datalis recovered,

HHH“ »\\hat teidewiien data cant be recoverea,
< andnoew t(_) Prevent recovery.

H“Hh %» Commercialiand paralegal aspects:
] % Jhe process.

2 Q0 &A,
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I WHAT IS
w COMPUTER FORENSICS

»
HHH!.
« Computer Ferensics Is theacquisition,
HWM. preservation, preparation, analysisiand
D H“Hh prese ntatio_n _of computer-related
< evidence utilising secure, controlled
HHH_ methodologies and auditable
| procedures,
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N THEFATHEROF
I FORENSICS

»

H\HM. “Eor any two poelntsieficontact there Is

HWH. always a cliess-transference of maternal
firomene tothe other.”

H“H“ Edmond Locard 1877-1966
]

<
«

HH
« [ Every contact leaves atrace.
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\ . Eor everinteractuion with a PC there will
H“H_ always e material lefitbenind on that PC

MODERN PERSPECTIVE

)
k.
N OR
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|
4: MODERN PERSPECTIVE #2

I
<
4!1. EVERYINTERACTION VTS

. A PC LEAVES
N RACEDATABEHIND
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GENERIC DISK OS

< |\laster Boot Recorda.
< Partition table:

< Flle Allocation Table.
» [Data Storage area.
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L WHEN DELETE IS
3 NOT DELETE

.
\H
all “\. »Reference only s deletea

HHH
by,

“”‘h »Space s flagged as availanlefior
re use.

W~ FDISKand FORMAT Urban myths
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uvu
Y \WHAT INFO CAN BE
y RECOVERED

H

W. < Full files.
HHH. 2 ASCII text.
muu +Graphics
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u
L WHEN IS THERE
N PROBABLY NO CHANCE

< HHH. Whenithehard disc platter has heen:

I
o] . » Badly disterted by fire.
H\H“ % Significant physical damage!
» Sulbjected terabnormally high magnetic

g fields
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«

<
«

N PROTECT AGAINST

N DATA RECOVERY??

»
|
”. % Overwrite all sectors.

W > Once many times:
“”‘h % Protect firom Whom:

< Ultimate protection:
I
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H“““ DON’T GIVE THE COMPANY’S

HH\“ SECRETS AWAY

.

H\

\H. “Case 1 —Avco;

H”H. »Case 2— Govermment departments.
“\Hh »HaPPENS every day every/where.
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by COMMERCIAL
N DATA RECOVERY

»
HH\H. MainiCauses:
«

HWH. 2 Acc.idental delete; _
4l % Advised te refermat by F adviser.
H“““ % Rartition table corrpt
] % Disk hardware failure.
HHH_ % Malicious damage:.
< \/Iral contamination.
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by PARALEGAL
N DATA RECOVERY

4“' »Unintendedleftevicdence:
HWH. +High usage of PCs at home!
L H\H\h 2 Private use offcompany/PC.
] »Flles onarchivalibackups.
p H“”h »Electronic media diScovery.
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N PARALEGAL
X DATA RECOVERY #2

\
al W. Cases:

HH
al H. % Professional practice 2 yearsiago:
W >Ex-employee usingicompany data.

W\ “» Senior managerand PA Setting up
“ COmpetitive company.
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W THE RECOVERY PROCESS
I

.
p HHH. Similarfor data recovery and paralegal:
gy cduine
& = . Preserve
H\Hh »Prepare:
\HH“ % Analyse!
% Present.
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RECAP

Ilree key pointsiteleave with you:

|
] . »Data s rarely completely deleted from
H“Hh a hard disk.

»|mplications for commercial security.

H““ +Implications for presecutioniand
H defence in court,
"
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I

Y SUGGESTED SURFING
L

HHH\. Paralegal

H 2 WWW.TOEnSsIc-Computing.
Wﬂ. com/subjects.ntml

HHH % http://iwww.del.gev/
“ General Data Recoveny
HW\_ > hittpi//www.cs.;auckland.ac.nz/~pgut001/

% hittpi//www/cerberussystems com/INFOSEC/
H”H\. privacy.htm
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