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Approach to material

* This year we are following the textbook

* The lectures will provide in-depth discussion and
comment on the course material. You should read the
relevant sections in the textbook!

* The course does not cover all of the textbook. The
sections that are covered are shown on the course outline,
as 1t appears on the course web page

* Tutorials are scheduled (in lecture slots 24 and 35) before
the terms test and the exam

* Changes to the course outline and/or content will be
notified on the course web page



Approximate plan of course

Week starting Monday Wednesday Friday
27 Feb 2006 1 Introduction 2 Basics 3 Protocols
6 Mar 2006 4 Protocols 5 Telephone 6 Analog Access
13 Mar 2006 | 7 — 8 ISPs, PPP 9 Compression Ass 1 due 15 Mar
20 Mar 2006 | 10 Compression 11 Error Detect 12 Error Correct
27 Mar 2006 | 13 LANSs, E/net 14 Lan I/connect 15 VLANSs
3 Apr2006 | 16 — 17 Security 18 Security Ass 2 due 5 Apr
10 Apr 2006 | 19 Security 20 Web Security — Easter —
17 Apr 2006 — Mid Semester Break —
24 Apr 2006 — Mid Semester Break —
1 May 2006 | 21 WLANSs 22 1P 23 Routing, DV Ass 3 due 3 May
8 May 2006 | 24 Tutorial (test) 25 Routing, LS 26 Routing, BGP TEST: Mon 8 May
15 May 2006 | 27 IPv6 28 TCP 29 TCP
22 May 2006 | 30 UDP, Streaming 31DNS 32 Email, FTP Ass 4 due 24 May
29 May 2006 | 33 VoIP 34 Net Mgmt 35 Tutorial (exam)
5 Jun 2006 No lectures — just lots of time to study




1.1 Overview

Data communications includes
— Telephones (PSTN, mobile)

— Entertainment networks (TV, cable, satellite)
— Data networks (LANs, WANs, Wireless, Internet)

We concentrate on the Internet, but will mention the others
briefly

Our focus 1s on how things work, especially on the
underlying protocols — we won’t look at ‘how to configure
a router,’ etc.

We start by looking at the U Auckland campus network ...



A user connection 1nto a network

—,

Ports for /

connecting to
other devices

Connections to
other Hubs

>

UTP cables

Hub: is a simple device, with little
storage or processing

Bridge, switch or router: has
considerable storage and
processing; can filter messages
and direct them by destination
address
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Simple view of Computer Science Network, 2003
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The University of Auckland Network 2006

Tamaki

10 Gb/s ring

Epsom

Grafton

Dual 1 Gb/s links

ITSS 24
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Library HSB  Engineerin  Science
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Takapuna

Internet

10



Channels and link types

Communications channel

(a) ¢

Half-duplex: e Time

Duplex: e e

Figure 1.4 Communication modes: (a) unicast
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Packet Switching Network
(b)

CL packet-switching
network

¥

Router

y.
Router
g

Router

4

ﬁ//

CL = connectionless [T 1 1= packet
A, B = full network-wide addresses t
information content

source address
destination address

Figure 1.6 Packet-switching network principles: (b) connectionless
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Quality of Service (QoS)

* Network
— Availability: what % of time 1s it ‘available?’
— Reliability: what error/loss rate 1s allowed?
— Delay: what are max, median propagation times?
* Application
— Packet loss rate: what % of packets can be lost without affecting
application performance
— Delay Variation (jitter): how much variation is allowed?

— Voice Quality: measured subjectively using Mean Opinion
Scores (MOS)

13



1.3 Communications basics

« Data 1s sent from / received by an interface on a device
(e.g. a PC)

It may be sent directly, using baseband transmission, or it
may be mixed with a carrier signal, 1.e. sent using
modulated transmission

e The time taken to transmit one bit ( ‘0” or 17) 1s called the
bit cell period. Within each such period, a recerver must
decide whether the incoming bit is ‘1’ or ‘0’

14



(a) Binary data 0 ] 0 O ] W O ]
+V
O i | o
Time
—V S
Transmitter

Receiver
line interface

line interface

— >\«

Signal A
power
\ ]
0 f Frequency
| >|

Bandwidth of transmission medium, f,
determines maximum bit rate that can be used

Figure 1.8 Modes of transmission: (a) baseband transmission

314 S1C: Data Communications Intro 1 Mar 06 Page 15 of 43



(b) Binary data O | O O | | o)

e N i\ NN _

signal UUV UUVUUUU Time

Receiver
(demodulator)
| : \ >

o f 3 ,

Transmitter
(modulator)

—F

— >\ €

Signal
power

Frequency

f. = carrier signal (singlefrequency audio fone]
Bandwidth (f,—f;) defermines maximum bit rate that can be used

Figure 1.8 Modes of transmission: (b) modulated transmission
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Copper media

(a)
Category 3 UTP
DC Category 5 UTP

Single pair

each wire insulated

Insulating outer cover

—cooomode

J—ﬂmt

Multicore

Figure 1.10 Copper wire transmission media: (a) unshielded twisted pair (UTP)
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Optical media (fibre)

(a) Optical cladding Plastic coating Optical core

——5 /.

Single core

)

Multicore

Figure 1.11 Optical fiber transmission media: (a) cable structures
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(b) Electrical Electrical

input signal oufput signal
: z ‘
Opti;o| A / // Opical
fransmitter receiver

(i) Multimode stepped index

X

ﬂ— N ] —~ S\

Iy
(i) Multimode graded index

00

e, \ T O
“ o : ) o '\

(i) Monomode

Figure 1.11 Optical fiber transmission media: (b) transmission modes
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Important information on transmission of bits

Bits, as electrical signals, always travel at a ‘propagation speed’ of
* 300,000 km/s in “free space” (radio, satellites, etc)  (30cm per nanosecond)
« 200,000 km/s on copper or fibre-optic cables (20cm per nanosecond)

A ‘faster’ link has the bits arriving more often (say 1000 per
microsecond, rather than 100 per microsecond),

but they never travel any faster.

e The circumference of the Earth 1s 40,000 km (by the definition of the metre)

» The distance from New Zealand to North America, South America, Japan
or Singapore is close to 10,000 km.

* The delay or “latency” from New Zealand to almost anywhere except
Australia is at least 1/20 second (50 ms). This delay cannot be reduced!

20



Distances between bits, on optical fibre

Assume propagation speed of 200,000 km/s in glass fibre

(These distances are nearly correct if the page is printed on A4 paper).

OC-3 (155 Mb/s) 1.33 m 1.33m
fr—rnn ————— O —————- —>
OC-12 (622 Mb/s) 32 cm 32 cm
e —>
1Gb/s 20em | 20 cm
8.3
0C-48 (2.4 Gb/s) 8.3 cm |< il -

OC-192 (9.6 Gb/s) 2.1 cm ]
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Asynchronous Transmission

« Transmitter and Receiver clocks must run at (nearly) the same rate
 Character starts when line voltage drops (next slide)

(a)
Transmitter Serial-out TxD
PISO |
Transmit
117 0 clock
(TxC)

mslgj

|sl:;

Parallel-
in

PISO = parallel in, serial out

TxD = transmit data out

|/msb = least/most significant bit

Serialin Receiver

I sro

=N counter

[[

Parallel-
out

| L .

Receive clock ]

RxC = N — msb}

SIPO = serial in, parallel out
RxD = receive data in

Figure 1.15 Asynchronous transmission: (a) principle of operation
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(b)

< gl

Isb msb
— e Mark(ing]
xD Olojojoflofoyolofoll |
Space
N X T
Start bit 7/ 8-bit character/byte Stop bit(s)
Isb msb
e fiem | I - / Mark(ing]
RxD Ololojoloyofolopofl |
Space

gL —

e
-

Actual edge within
one clock cycle ¢ = O or 1 being transmitted

Figure 1.15 Asynchronous transmission: (b) timing principles
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(b)

RxD —\\

wimiiull w

Shift
(sampling] i n rl r|
pulse ! .
2RxC | -~ | . 4 RxC periods | L 4 RxC periods >| |
periods * T *
Bit rate counter Actual bit cell centers

preset to 2

Bit rate counter
preset to 4

Figure 1.16 Examples of three different receiver clock rate ratios: (b) x 4
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Framing (blocks of characters)

(a) Start Stop

bit bit(s)
—A STX | Il " | || "R SE_ " | Il =X I //— Marking

STX
T -
T

: ] Frame contents

L i g (printable characters)
TG |
ETX

Figure 1.17 Frame synchronization with different frame contents: (a) printable characters
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Framing (non-printable characters)

(b) _//_LI DLE I | I STX I I I BE_LI DLE I I I ETX I  f— MOrkiﬂg

DLE

STX
-

DLE g Frame contents

Inserted DIE —>»{  DIE__ (byte string)
: : DLE = Data Link Escape

~ DLE DLE — DLE in data

DLE

ETX

Figure 1.17 Frame synchronization with different frame contents: (b) string of bytes
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Synchronous transmission

(a)

Transmitter

r Clock |

L.

encoder

-

-

local
clock

Receiver
Clock 1
extract SIPGE ]
circuit
_I)-
>

Figure 1.18 Alternative bit/clock synchronization methods with synchronous transmission:

(a) clock encoding
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Manchester encodings

e Manchester
— Transition in middle of every bit cell
— Low-high — 1, high-low — 0

o Differential Manchester

— Transition at start of cell — nextbitisa O

* Manchester encodings are balanced
— Long-term average value 1s 0, 1.e. no DC component

— Signals can be AC coupled, simplifies the electronics

28



(a)

Bitstream

TxC

Phase (Manchester) encoded
signal, TxD/RxD

Extracted and delayed
clock, RxC

Received data

(b)

Bitstream

TxC

Differential Manchester-
encoded signal, TxD

Extracted clock, RxC

Decoded (received) data

+

] O 0] 1 1 ] ] i
10y A | 2 A
L) R WA R
] O | O 1 ] ] 0 1L
B [ Either
[ _Or
M f 1
Y Y Y Y l Y Y
N :

Figure 1.19 Synchronous transmission clock encoding methods: (a) Manchester; (b)

differential Manchester
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Synchronous character framing

(a)
. . o Time
< ircction of transmission >
| |
..... SYN|sYN/| sTx // ETX | -
- / }*t* 1-<—K>
Character Start-offrame Frame contents End-of-frame
synchronization  character (printable characters) character

Figure 1.21 Character-oriented synchronous transmission: (a) frame format
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Synchronous character framing

(b) — Direction of transmission -
ime
- SYN . SYN e
----11 |‘1 10l O‘O 011 O‘] 000011010000 100000001T10 ----
STX Frame contents
Receiver enters
hunt mode —>
Receiver detects * S L
SYN character —» Receiver in character synchronization

Figure 1.21 Character-oriented synchronous transmission: (b) character synchronization
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Synchronous character framing

(<) Additional DLE inserted _
< Dircection of transmission / Time
—
SYN|SYN | DLE | STX e DLE | DLE —— | DLE | ETX
- >« > < >
Startofframe Frame contfents End-offrame
sequence (binary datal sequence

Figure 1.21 Character-oriented synchronous transmission: (c) data transparency
(character stuffing)
32



Synchronous bit framing

(a) < Dircction of transmission

lineidle O1T1111101711111 %Tﬂ 1_1_10’ ________ 107 11 1_1_13[07 111110

Opening flag  Frame contents  Closing flag

» Flag has 6 consecutive 1 bits, other characters have 5 or less
» Add 0 bits after 5 consecutive 1s within frames

Figure 1.22 Bit-oriented synchronous transmission: (a) framing structure
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Synchronous bit stuffing

Transmitter Receiver
(b)
Fnable /disable | Zero bit o 710 Dit |t Enable /disable
insertion deletion

TxC RxC —| SIPO

Figure 1.22 Bit-oriented synchronous transmission: (b) zero bit insertion circuit location
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1.4 Protocol basics

* Messages (frames) are sent out on the network

* They may suffer transmission errors, or may be lost in the
network

* An error control protocol describes how the sender and
recerver must co-operate 1n order to transmit the messages
reliably

* The simplest type of error control protocol 1s Automatic
Repeat Request (ARQ)

* We begin with Idle RQ ...
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Idle RQ protocol

(a)

Primary, P

Secondary, S

Timer started

Timer stopped

Timer started

Timer stopped

; - -
I(N) | | N+ 1]
/N
> <
Y?)( = § q Time
| (N | | N+ 1) |

Figure 1.23 ARQ error control scheme: (a) error free



Idle RQ protocol (2)

# Time

(b) Timer started Timer restarted Timer stopped
| >
Y Y
Primary, P [ ] (N N+ 1)
o =~ — =
Z S Z S
=3 <
Secondary, S E I (N) I

Pl — Frame corrupted

Figure 1.23 ARQ error control scheme: (b) corrupted I-frame
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Idle RQ protocol (3)

(c)

Timer started Timer expires/restarted Timer stopped
| > >
Y Y Y
Primary, P I (N) x I(N) N+ 1)
: ¢z : z
:(r') é;) q Time
Secondary, S [[N) (IN)
A

Duplicate detected

Figure 1.23 ARQ error control scheme: (c) corrupted ACK-frame
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Idle RQ protocol (4)

Timer stopped

Timer started >l-ﬁm«:—:r started Timer stopped
| |
Primary, P Y N | | [ |
f—
= 7 1S
//; é? X é-) + = [ime
¢ =
Secondary, S | I(N) | | (N + 1) |
f T = Frame propagation delay (P — §)

= Frame transmission time (P — S)
= Frame processing time in S

= ACK propagation delay (S — P)
. = ACK transmission time (S — P)
I, = ACK processing time in P

P P

Figure 1.24 Idle RQ link utilization

o
T RHUH

—__:

@]

X

QHQ
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Idle RQ link utilisation

* Frame transmission time 1s proportional to the length of the total data
transmitted (user + reply), including overheads (header + trailer) and 1s
inversely proportional to the bit-rate on the link

— For long messages it contributes a time (U+A4)/R
— For very short user messages the overheads 2(H+T) may become important

— Choosing a ‘faster link’ affects only this time, allowing the data to be put into the
link at more bits per second

— A faster link NEVER affects the transmission velocity or link latency;
this 1s something which we just have to live with

* The frame propagation delay or link latency 1s dependent only on the
distance or link length, D

— The transmission velocity V 1s almost always
300,000,000 m/s (3 X 108 m/s, the speed of light ¢) for radio
200,000,000 m/s (2 X 108 m/s, about 2/3¢) for cables (either copper or optical)

— For transoceanic links the latency can be a very important value indeed
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Idle RQ link utilisation example

Assume:
User data size U = 1000 bytes = 8000 bits
Header/trailer overhead (H+T) = 30 octets = 240 bits
Reply message size = 30 octets = 240 bits
End to end cable length D = 1000 metres
Signalling data rate R = 10 Mb/s (107 b/s)
Signal velocity in cable V =2 X 10% m/s

Then
End-to-end latency =5 us
Time to send message = 8 X 1030/107 = 824 us
Time to send reply = 8 X 60/107 = 48.0 us

Total time to send 1000 user bytes
(send + outward + reply + reverse) = 882.0 us,

Effective user data rate = 1.134 byte/us
Compare with naive prediction: 107/8 = 1.25 byte/us ( = 9.3% reduction)
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Link utilisation - comments

* A longer link, faster signalling rate and smaller packet can give a marked
reduction in performance compared with the raw link speed, for ARQ
protocols

« Extreme precision is seldom needed or even appropriate in these examples.
Packet or data sizes vary widely and cable velocities are seldom known to
better than 1% anyway

« What’s important 1s that you can give a good estimate of the effects of
latency, packet overheads, etc

o The Earth’s circumference is 40,000 km (original definition of the metre)

o The distance from New Zealand to North America, South America, Japan
or Singapore is close to 10,000 km

o Thedelay or ‘latency’ from New Zealand to almost anywhere except
Australia is at least 1/20 second (10,000 /200,000 = 50 ms)
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Things to do 1n a network

1. Transmit bits from one place to another (Physical)

()

. Assemble bits into bytes and messages, check for reliable transmission
(Link)

. Send messages between end-nodes 1n mesh-type network (Network)

. In a mesh network, handle lost packets, broken links etc (Transport)

hn B~ W

. Handle extended connections between endpoints, LANSs, etc.
6. Resolve differences between data representation in different computers
7. Do something useful (User application)

These are the seven layers of the “Open Systems Interconnection”
(OSI) communications model.

TCP/IP (Internet) combines layers 5-7, into a single Application layer
We discuss only layers 1-4
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