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Goals for this week

“C” students are fluent with basic terms and concepts in data
transmission and coding. They can accurately answer simple
questions, using appropriate terminology, when given technical
information. They can perform simple analyses, if a similar
problem has been solved in a lecture, in a required reading
from the textbook, or in a homework assignment.

“B” students are conversant with the basic theories of data
transmission and coding: they can derive non-trivial
conclusions from factual information.

“A” students are fluent with the basic theories of data
transmission and coding: they can perform novel analyses
when presented with relevant information.
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Pictures

All pictures included and not explicitly attributed have
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Forouzan and Shay textbooks.

Data Communications Fundamentals 5 / 57



Data Transmission Codes

Factors determining data transmission

cost of a connection

amount of information transmitted per unit of time (bit rate)

immunity to outside interference (noise)

security (susceptibility to unauthorised “listening”,
modification, interruption, or channel usage)

logistics (organising the wiring, power, and other physical
requirements of a data connection)

mobility (moving the station)
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Analog and digital signals

Connected devices have to “understand” each other to be able to
communicate.

Communication standards assure that communicating devices
represent and send information in a “compatible way”.

There are two types of ways to transmit data:

via digital signals, which can be represented either
electronically (by sequences of specified voltage levels) or
optically,

via analog signals, which are formed by continuously varying
voltage levels.
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Digital signals 1

Digital signals are graphically represented as a square wave: the
horizontal axis represents time and the vertical axis represents the
voltage level.
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Digital signals 2

The alternating high and low voltage levels may be symbolically
represented by 0s and 1s. This is the simplest way to represent a
binary string (bit-string).

Each 0 or 1 is called a bit. Various codes combine bits to represent
information stored in a computer.
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Analog signals

PCs often communicate via modems over telephone lines using
analog signals which are formed by continuously varying voltage
levels:
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How signals travel?

There are three types of transmission media, each with many
variations:

conductive metal, like copper or iron, that carries both digital
and analog signals; coaxial cable and twisted wire pairs are
examples,

transparent glass strand or optical fibre that transmits data
using light waves,

no physical connection that transmits data using
electromagnetic waves (as those used in TV or radio
broadcast).
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Costs

There are two forms of costs:

costs of wires, cables, devices, etc.,

number of bits transmitted per unit of time.
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Bytes 1

For example, the storage capacity can be expressed in:

B (bytes, 1 B = 8 b (bits)),

kB (103 bytes),

MB (106 bytes),

GB (109 bytes),

TB (1012 bytes),

. . .

Data Communications Fundamentals 13 / 57



Data Transmission Codes

Bytes 2

More about quantities of bytes

A kibibyte (kilo binary byte) is a unit of information established
by the International Electrotechnical Commission (2000).

Name Standard Name Value
(SI symbol) SI (binary symbol)
kilobyte (kB) 103 = 10001 kibibyte (KiB) 210

megabyte (MB) 106 = 10002 mebibyte (MiB) 220

gigabyte (GB) 109 = 10003 gibibyte (GiB) 230

terabyte (TB) 1012 = 10004 tebibyte (TiB) 240

petabyte (PB) 1015 = 10005 pebibyte (PiB) 250

exabyte (EB) 1018 = 10006 exbibyte (EiB) 260

zettabyte (ZB) 1021 = 10007 zebibyte (ZiB) 270

yottabyte (YB) 1024 = 10008 yobibyte (YiB) 280

http://www.bipm.org/utils/common/pdf/si brochure 8 en.pdf, p. 121.
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Bit rate

The bit rate is the number of bits transmitted per unit of time.
The typical unit is bits per second (b/s).

b/s (bits per second),

kb/s (103 bits per second),

Mb/s (106 bits per second),

Gb/s (109 bits per second),

Tb/s (1012 bits per second).

Depending on the medium and the application, bit rates vary from
a few hundred b/s to gigabits per second and pushing into terabits
per second.

Note: “Kb” and “KB” are ambiguous. Some authors use “K” to
denote 210, and some authors are careless about the capitalisation
of the SI prefix “k”.
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Bit rates vary according to:

downstream vs. upstream,

the time of day — usually between 4pm to midnight speeds
are likely to be slower,

the web-sites you visit — some web-sites limit the speed at
which they send out information,

how many computers share the connection,

the application(s) used,

viruses and spyware on your computer.
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Bandwidth and latency 1

Broadband is associated with high-speed connection, but speed is
determined by various factors, among them bandwidth and latency.

Bandwidth describes how much data can be sent over the
network.

Latency is the elapsed time for a single byte (or packet) to
travel from one host to another. There are propagation,
transmission and processing delays.

Errors appear due to interference, busy routers (which drop
packets), and link failures.

Bandwidth is limited to the poorest link, but latency and network
errors are cumulative. The farther data has to travel between
hosts, the more traffic it must compete with, and the more
resources it uses.
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Bandwidth and latency 2

Bandwidth (down/up) Latency Errors
28.8 Analog Modem 3.0 kB/s 120 ms med.
56K Analog Modem 6.0 kB/s / 4.4 kB/s 100 ms med.

ISDN 8 kB/s 20 ms low
ADSL 0.2-1 MB/s / 0.1-0.2 MB/s 10 ms low

ADSL2+ 3 MB/s / 0.1 MB/s 10 ms low
ADSL2+M 3 MB/s / 0.4 MB/s 10 ms low

Ethernet (1 hop) 1-100 MB/s < 1 ms low
Ethernet (multihop) 1-10 MB/s 1-100 ms var.

Internet 0-100 MB/s 10-1000 ms var.
Common network connections.
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Network utility
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Ping
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Trace route
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Commercial bit rates in NZ (2007)

Dial-up: [up to] 56 kb/s

Telecom (ADSL): “Maximum speed - as fast as your phone
line allows.”

Telstra (ADSL): 2 Mb/s downstream and upstream

Woosh (wireless): [up to] “40 times faster than dial-up”
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Bit rates: xtra test (Ethernet, Glendowie) 1
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Bit rates: xtra test (Ethernet, Mt. Eden) 2
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Bit rates: xtra test (wireless, Mt. Eden) 3
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Bit rates: xtra test (Ethernet, UoA) 4
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Bandwidth 1

Some analog signals

are periodic, i.e. they repeat a pattern/cycle continuously. The
period of a signal is the time required by the signal to complete
one cycle. The signal above has period p.
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Bandwidth 2

A signal’s frequency, f , is the number of cycles through which the
signal can oscillate in a second.

The frequency and period are related as follows:

f =
1

p
. �

The unit of measurement is “cycles per second”, or hertz (Hz).
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Bandwidth 3

Suppose the period is

p = 0.5 microsecond (μs) = 0.5 × 10−6 s

Then, the frequency is

f =
1

0.5 × 10−6
= 2 × 106 Hz = 2 MHz.
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Bandwidth 4

The bandwidth is equal to the difference between the highest and
lowest frequencies that can be transmitted.

A telephone signal can handle frequencies in the range 300 to
3,300 Hz, so its bandwidth is equal to 3,300 - 300 = 3,000
Hz; very high (low) pitched sounds cannot pass through the
telephone.

Sometimes the term bandwidth is used for the amount of
traffic between a web site and the rest of the Internet.
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How much is?

How much is 200MB?
About 40 music files (average of 5MB per song) or stream 80
minutes of news, sport and entertainment (NSE).

But 1GB?
About 200 music files or stream 400 minutes of NSE.

But 5GB (5,000MB)?
About 1000 music files or stream 2000 minutes NSE.

But 10GB (10,000MB)?
About 2000 music files or stream 4000 minutes of NSE.

But 20GB (20,000MB)?
About 4000 music files or stream 8000 minutes of NSE.
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How is information coded?

Whether the medium uses light, electricity, or microwaves, we must
answer perhaps the most basic of all communications questions:

How is information coded in a format suitable for transmission?
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Bits

Regardless of implementation, all switches are in one of two states:
open or closed, symbolically, 0 and 1.

Bits can store only two distinct pieces of information. Grouping
them, allows for many combinations:

two bits allow 22 = 4 unique combinations: 00, 01, 10, 11

three bits allow for 23 = 8 combinations,

ten bits allow for 210 = 1, 024 combinations,

fifty bits allow for 250 = 1, 125, 899, 906, 842, 624
combinations,

n bits allow for 2n combinations.
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From bits to codes

Grouping bits allows one to associate certain combinations with
specific items such as characters, numbers, pictures. Loosely
speaking, this association is called a code. Not every association is
a code as we shall soon learn.

A difficult problem in communications is to establish
communications between devices that operate with different codes.
There are standards, but not all standards are compatible!

The nice thing about standards is that you have so many
to choose from.
– Tanenbaum, Computer Networks (2nd Ed.), 1988
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Early codes: Morse 1

Originally created for Morse’s electric telegraph in 1838, by the
American inventor Samuel Morse, the Morse code was also
extensively used for early radio communication beginning in the
1890s.

The telegraph required a human operator at each end. The sender
would tap out messages in Morse code which would be transmitted
down the telegraph wire to a human decoder translating them
back into ordinary characters.
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Early codes: Morse 2

Morse code is transmitted using just two states — on (1) and off
(0) — so it was an early form of a digital code.
International Morse code is composed of six elements:

short mark, dot or ‘dit’ (·) – 1

longer mark, dash or ‘dah’ (-) – 111

intra-character gap (between the dots and dashes within a
character) – 0

short gap (between letters) – 000

medium gap (between words) – 0000000
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Early codes: Morse 3
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Code Tree for Morse 4

http://commons.wikimedia.org/wiki/File:Morse code tree3.png
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Early codes: Morse 5

Morse code is a variable-length code:

letter codes have different lengths; the letter E code is a single
dot (1000), the letter H code has four dots (1010101000);

the code (0000000) for an inter-word gap (the ‘space’
character) is of length 7;

Reason: more frequent letters are assigned shorter codes, so
messages can be sent quickly.

Questions:

Does this code discriminate against Gaelic, Welsh, and other
languages with letter frequencies that are very dissimilar to
English?

Why do digits have varying lengths in Morse code? (Do you
think ‘5’ is much more frequent than ’1’?)
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Early codes: Morse 6

Morse code is still in use today by radio amateurs and until rather
recently was used in shipping.

An experienced operator can handle about 30 words per minute
(standard word is 5 characters as in “Paris”) and some higher than
that. This is faster than most people can hand-write.
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Early codes: Baudot code 1

The Baudot code—also known as International Telegraph
Alphabet No 2 (ITA2)—is named after its French inventor Émile
Baudot. ITA2 is a fix-length code using 5 bits for each character
(digits and letters). This code was developed around 1874.

With 5-bit codes we can name 25 = 32 different objects, but we
have 36 letters and digits (plus special characters) to code!

For example, the letter Q and digit 1 have the same code: 10111.
In fact each digit’s code duplicates that of some letter.
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Early codes: Baudot code 2
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Early codes: Baudot code 3

Do you think we have got a problem?
More precisely, how can we tell a digit from a letter?

Answer: using the same principle that allows a keyboard key to
represent two different characters. On the keyboard we use the
Shift key; the Baudot code uses the extra information

11111 (shift down) and 11011 (shift up)

to determine how to interpret a 5-bit code. Upon receiving a shift
down, the receiver decodes all codes as letters till a shift up is
received, and so on.
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Early codes: Baudot code 4

Here is an example.
ABC123, is coded from left to right as follows:

11111 00011 11001 01110 11011 10111 10011 00001
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Early codes: BCD, BCDIC, ASCII codes

BCD stands for binary-coded decimal, a code developed by
IBM for its mainframe computers using 6-bit codes;

BCDIC stands for binary-coded decimal interchange code,
an expansion of BCD including codes also for non-numeric
data;

ASCII (pronounced [’æski]) stands for the American
Standard Code for Information Interchange; it is a 7-bit
code that assigns a unique combination to every keyboard
character and to some special functions.
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ASCII code (decimal, binary, hexadecimal) 1
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ASCII code (decimal, binary, hexadecimal) 2

Each code corresponds to a printable or unprintable character.

Printable characters include letters, digits, and special punctuation
(commas, brackets, question marks).

Unprintable characters are special functions (e.g. line feed, tab,
carriage return, BEL, DC1/XON/ctrl-Q, DC3/XOFF/ctrl-S).

Standard ASCII has 128 different characters.

Extended ASCII codes (e.g. ISO-8859-1, Mac OS Roman, ...) have
an additional 128 characters.
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ASCII code 3

If codes are sent with the leftmost first, as the printer receives each
code, it analyses and takes some action: for 4F, 6C and 64 it prints
0, 1, and d. The next two codes, OA and OD, denote unprintable
characters (LF = line feed, CR = carriage return). When OA is
received, nothing is printed, but the mechanism to advance to the
next line is activated.
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Unicode 1

UTF-32 is the fixed-length “Unicode Transformation Format”:

17 code planes (characters for most modern languages are in
plane 0);

up to 65,536 code points per plane (ASCII uses 128 code
points, and Extended ASCII uses 256 code points);

Four bytes per character.

UTF-8 is a variable-length encoding, with 1 to 4 bytes per
character:

The 128 characters of ASCII are encoded in one byte (with a
leading 0)

Another 1920 characters are encoded in two bytes: Latin
letters with diacritics, Greek, Cyrillic, Coptic, Armenian,
Hebrew, Arabic, Syriac, Tāna.
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Unicode 2

The graphical rendering of a Unicode character string is
system-dependent.

Multiple UTF characters may be
rendered as a single glyph (e.g.
“f” followed by “i” may be
rendered as a ligature “fi”).

Distinct UTF characters may be
rendered with the same glyph,
or with a very similar one, so
following a Unicode hyperlink
can be dangerous [Fu 2006,
10.1145/1143120.1143132].
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What is a code? 1

We can now ask the important question:

What is a code?

Here is an example. The character “=” is represented by the
binary code word “0111101”. Why do we need the leading zero?
Surely “111101” means the same thing because both “09” and
“9” mean nine?

All ASCII codes have the same length. This ensures that an
important property—called the prefix property—holds true for the
ASCII code.
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What is a code? 2

A code is the assignment of a unique string of characters (a
codeword) to each character in an alphabet.

A code in which the codewords contain only zeroes and ones is
called a binary code.

The encoding of a string of characters from an alphabet (the
cleartext) is the concatenation of the codewords corresponding to
the characters of the cleartext, in order, from left to right. A code
is uniquely decodable if the encoding of every possible cleartext
using that code is unique.
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What is a code? 3

For example, here are two possible binary codes for the alphabet
{a, c , j , l , p, s, v}:

code 1 code 2

a 1 010
c 01 01
j 001 001
l 0001 10
p 00001 0
s 000001 1
v 0000001 101
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What is a code? 4

Both code 1 and code 2 satisfy the definition of a code. However,

code 1 is uniquely decodable, but

code 2 is not uniquely decodable; for example, the encodings
of the cleartexts “pascal” and “java” are both

001010101010
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Prefix codes 1

A prefix code is a code with the “prefix property”:

no codeword is a (proper) prefix of any other codeword in
the set.

The code {0, 10, 11} has the prefix property; the code {0, 1, 10, 11}
does not, because “1” is a prefix of both “10” and “11”.

Code 1 is a prefix code, but code 2 is not.

Why is the prefix property important?

Because prefix codes are uniquely decodable.
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Prefix codes 2

Every fixed-length code is a prefix code.

There can be no prefixes in the code table, because no
codeword is any longer or shorter than any other.

Therefore, ASCII is a prefix code.
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Prefix codes 3

Is Morse a prefix code?

Consider the dit-dah table. The codeword for A (dit-dah) is a
prefix of the codeword for J (dit-dah-dit-dit).

Consider a binary representation where characters begin with
a short-gap (000). The codeword for A (00010111) is a prefix
of the codeword for J (000101110101).

Consider a binary representation where characters end with a
short-gap (000). The codeword for A (10111000) is not a
prefix of the codeword for J (101110101000).

Do you think prefix codes are less efficient than non-prefix codes,
i.e. do they take longer to transmit? (Hint: Kraft’s Theorem.)

Do you think it is easier to learn a prefix code?
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